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ABSTRACT

One of the features of space-air-ground integrated networks and other heterogeneous networks is that most network applications
operate in real-time, and network traffic is bursty and self-similar. An urgent task while designing heterogeneous networks is to
predict the behavior of network traffic to take the necessary measures to preserve the information transmitted over the network.
The article is devoted to the study of self-similarity properties of typical heterogeneous network traffic models, for the assessment
of the degree of self-similarity of which the Hurst exponent and the total autocorrelation coeflicient were used. A network traffic
model in the form of an interval process is proposed, which allows modeling the moments of packet appearance, size, transmission
rate, and time parameters of packet transmission over communication channels. Numerical results of the analysis of typical network
traffic models in the form of point and interval processes are presented, which show that they have self-similarity properties.
A simulation of a peer-to-peer communication network, which is a basic element of heterogeneous networks, was carried
out. A simulation model of such a network with a monochannel and random-access protocols with collision detection has been developed.
According the simulation results, with the Poisson model of subscriber traffic, network traffic has the property of self-similarity.

Keywords: Heterogeneous network; Bursty traffic; Self-similarity; Hurst exponent; Interval process.

INTRODUCTION

The development of telecommunication, space, and aviation technologies has led to the beginning of the practical implementation
of the creation of heterogeneous communication networks space-air-ground integrated networks (SAGIN) (Albuquerque et al.
2007; Anjum et al 2023; Chen et al. 2023; Hubenko et al. 2006; Liu et al 2018; Sheng et al. 2022). The enlarged structure of SAGIN
is shown in the Fig. 1 (Liu et al. 2018); it contains three main segments: satellite, air, and ground. By integrating these segments,
which can operate jointly or independently of each other, global coverage of territories and the ability to provide a wide range
of communication services for various subscribers are achieved. In addition, this approach allows for increased efficiency and
reliability of communications due to the dynamic management of information flows depending on the current load of individual
SAGIN elements (Chechin et al. 2023).

The space network consists of communication satellites at different orbits (altitudes): geostationary Earth orbit (GEO), medium
Earth orbit (MEO), and low Earth orbit (LEO), which have the appropriate ground infrastructure: ground base stations, control

centers, network operators, etc.
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Source: Retrieved from Liu et al. (2018).
Figure 1. SAGIN network architecture.
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The air network (AN) represents mobile aviation systems such as aircraft, balloons, airships, and unmanned aerial vehicles
(UAV). Unlike terrestrial network base stations, AN may provide regional wireless access and is less expensive than satellite
networks. The air network (AN) is based on high-altitude platforms (HAP) and low-altitude platforms (LAP) (Arum et al. 2020;
Chechin et al. 2022; Hua et al. 2022).

The ground segment of space-air-ground integrated networks (SAGIN) contains terrestrial communication systems, including
cellular networks, mobile networks, and ad hoc networks. With the development of 5G/6G technologies, base stations of mobile
networks on the ground can be directly included in the SAGIN system (Chen et al. 2023; Choi et al. 2022).

Each of SAGIN segments has its own advantages and disadvantages, which are reflected in the Table 1 (Chen et al. 2023).

Table 1. Comparative assessment of segments SAGIN.

Segment Object One-way delay Advantages Disadvantages
GEO About 270 ms .
Large coverage Long propagation I_atency
Space MEO About 110 ms - Limited capacity
Broadcast/multicast High mobili
LEO Less than 40 ms g by
Airship Wide coverage Less capacity
Air Ballon Medium Low cost Unstable link
UAV Flexible deployment High mability
Cellular
Ground Ad hoc Lowest Rich resources Limited coverage
WIMAX High throughput Vulnerable to disaster
WLAN

Source: Retrieved from Chen et al. (2023).
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The relevance of the implementation of SAGIN is explained by the growing demand for digital and online services, as well
as the widespread use of such key Web 3.0 technologies as blockchain, machine learning, and artificial intelligence, and internet
of things (IoT) (Hiremath and Kenchakkanavar 2016; Nath ef al. 2014;). According to the Ericsson company, global data traffic
via the internet is growing by 20-30% annually and will reach 563 exabytes by 2030 (Ericsson 2023). According to forecasts by
Exactitude Consultancy (2023), the Web 3.0 market will grow annually by 44% per year and will reach almost 50 billion USD
by 2030. Thus, the development of infocommunication, space, and aviation technologies leads to an increase in the number of
users and the diversity of gadgets and media resources they use, as a result of which the traffic of SAGIN and other heterogeneous
networks becomes heterogeneous. In addition to the heterogeneity of traffic, another feature of heterogeneous networks is that
most network applications work in real-time and they are bursty. Such bursty applications (for example, compressed video) create
traffic streams with variable bit rate (VBR), and permanent applications (for example, uncompressed video) create constant bit rate
(CBR) traffic flows (Mohamed and Agamy 2011). The CBR traffic is easy to model, for example, using Poisson flows, and predict
its impact on network performance. The use of the CBR model to analyze the characteristics of the internet is possible in a very
limited number of cases, such as when comparing different options for building a network (Chechin and Kolesnichenko 2024).
As for VBR traffic, the well-known methods of modeling and calculating network systems based on the use of queueing theory
(Kleinrock 1975) do not provide a complete and accurate picture of the processes occurring in the network.

This circumstance determines the relevance of the task of studying the characteristics of network traffic in heterogeneous
networks. At the end of the 20th century, such a feature as self-similarity was discovered, which affects the operation of network
nodes (Leland et al. 1994). Further studies of various types of network traffic confirmed that it is self-similar in its structure, i.e.,
pulsating over wide time limits: it contains “bursts” of packets, observed in various time intervals (from milliseconds to minutes
or even hours) (Park and Willinger 2000; Sheluhin et al. 2007). The pronounced bursty nature of network traffic, when packets at
a high transmission speed arrive at a node not individually, but in a whole batch, leads to overloads of network nodes, which in
turn lead to buffer overflows, cause packet losses and increase their delay time (Halgamuge and Wang 2005; Janevski 2003; Kassim
et al. 2015). Therefore, a pressing task at the design stages of heterogeneous networks is to predict the behavior of network traffic
in order to take the necessary measures to protect and preserve data (Joshi and Hadi 2015).

To study the characteristics of network traffic using analytical methods, various models are used, among which (in addition
to the Poisson model) the most widely used are: Pareto model; Weibull model; power-law distribution; Markov models; ON/OFF
model; Markov-modulated Poisson process; and autoregressive model (Becchi 2008; Chandrasekaran 2009; Faloutsos et al. 1999;
Mohamed and Agamy 2011; Ntlangu and Baghai-Wadji 2017; Reva et al. 2022; Shikhaliyev 2017).

A large number of publications in scientific and technical literature are devoted to the study of these and a number of other
models of network traffic (Bhati et al. 2023; Crovella and Bestavros 1996; Dobrescu et al. 2009; Gebali 2015; Nogueira ef al.
2003; Odoevsky and Busygin 2020; Preda and Ciumara 2006; Ranadheer et al. 2014; Sadiku and Musa 2013; Yoshihara
et al. 2001; Zukerman et al. 2003). However, as a rule, the specifics of packet radio networks, in particular the features of the adopted
standards in this area were not taken into account when conducting research. For SAGIN and other wireless packet networks,
there are standard traffic models, in particular for wireless metropolitan area networks (WMAN) (Xiao and Pan 2009). The main
components of the WMAN model are three basic discontinuous processes: interrupted Poisson process (IPP); interrupted discrete
process (IDP); and interrupted renewal process (IRP).

The length of the periods of switching on and off (ON/OFF), the sizes of the packets, and the intervals between them are
specified by the parameters of these processes and determined separately in each model, while individual models (IPP, IDP,
and IRP with different parameters) can be mixed together.

In the publications listed above and others ones, the network traffic analysis was performed for stationary (non-mobile)
subscribers, which is true mainly for the ground network. However, in addition to the ground network, SAGIN has a space network
and an, whose subscribers are mobile. The presence of subscribers who move at a fairly high speed (for example, UAVs) leads to
a change in the topology of the communication network and, as a result, to a redistribution of information flows. The authors are
not aware of any works that have studied the network traffic of ad hoc networks. Therefore, an urgent scientific task is to develop
models (analytical and simulation) of the multilayered ad hoc network that adequately describe the functioning processes of SAGIN.
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The objectives of this work are:

« Development of a methodology for calculating the characteristics of network traffic in heterogeneous networks;
o Development of a network traffic model in the form of an interval process that takes into account data exchange protocols and
parameters of transmitted packets;
« Assessment of the self-similarity of typical models of network traffic in the form of point and interval processes and the possibility
of their use for modeling heterogeneous networks;
« Development of a simulation model of a network with a random-access protocol to a single channel, which is a basic element
of SAGIN, and analysis of the characteristics of its network traffic.

The results obtained in the article can be used to evaluate network traffic parameters at the stages of research and design of

heterogeneous networks and to predict their behavior under peak loads.

THEORETICAL BASIS

Heterogeneous networks are usually multi-service and provide a wide range of services for subscribers (telephony, transmission
of multimedia traffic, file exchange, etc.). In this regard, they are characterized by a significantly different traffic structure and
a high share of service traffic. In particular, IoT and industrial IoT (IIoT) are often integrated with mobile networks to provide
communication between IoT sensors and subscribers via a global network. At the same time, IoT traffic and mobile network traffic
using 3GPP technology have different characteristics in terms of intensity, message volume, and transmission speed. In addition,
since heterogeneous networks have a hierarchical structure, during the process of traffic transition from upper levels to lower
ones, several streams are merged into one, and a single stream is divided into several parallel or sequential streams. With each
transformation, the total number of bits in the blocks can either increase due to the addition of service information and control
data specific to each level or decrease due to the use of redundancy elimination and data compression mechanisms. At the same
time, the traffic structure remains virtually constant at different network levels: periods of data channel occupancy are replaced
by periods of idle time, which indicates the possible presence of self-similarity in the traffic.

There are a large number of works that analyze real traffic in various telecommunication networks and show that real traffic in
them meets the self-similarity property, i.e., looks qualitatively the same at any sufficiently large scale of the time axis (Dang et al.
2004; Mah 1997; Moltchanov 2007; Stallings 2002).

Formally, a self-similar process X(t) satisfies the following equation (Hurst et al. 1965):

(X (at),t € R} = {a" X (¢),t € R} "
The parameter H, called the Hurst exponent, is an indicator of the self-similarity of a random process (time series). It determines

the degree of its self-similarity and characterizes the property of long-term dependence. The Table 2 shows various values of the

Hurst exponent and the characteristics of time series.

Table 2. Relation between Hurst exponent values and time series characteristics.

Value H Characteristics of time series
O0<H<O05 Unstable series
H=0.5 Absolutely random series
0.326 < H<0.674 Random series with high probability
0.5<H<L Trend-stable series
H~0.72 Empirical value of Hurst exponent for natural phenomena
H— 0.86 Linear trend tends to this value with a relatively large number of observations (up to 5,000)

Source: Adapted from Hurst (1965) and Stallings (2002).
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In particular, the value H = 0.5 indicates that the process is not self-similar, value H = 1 indicates the maximum degree of
self-similarity of the process, and when 0.5 <H <1, the process is self-similar and has long-term memory (Hurst et al. 1965).
In essence, the property of self-similarity is that typical implementations of a self-similar process are visually similar regardless
of the time scale on which they are considered. Measurements of actual traffic in telecommunication networks show that the
value of the Hurst exponent in many cases is in the range (0.7-0.85). In scientific and technical literature, a fairly large number of
process models are used that, to one degree or another, meet the properties of self-similarity (Adas 1997; Alheraish et al. 2005;
Baugh and Huang 2001; Dang et al. 2004; Janevski 2003; Leland ef al. 1994; Murali ef al. 2003). However, taking into account their
properties, two large classes can be distinguished: point and interval processes.

The main distinguishing property of point processes is that the traffic is represented as a stream of events of zero duration,
and the main parameter is the law of time distribution between occurrences of neighboring events. Point processes, in turn, are
divided into continuous (Fig. 2a) and interrupted ones (Fig. 2b). As for interval processes, unlike point processes, they take into

account the parameters of the transmitted data blocks (Fig. 2¢).
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Figure 2. Network traffic patterns. (a) Continuous; (b) Interrupted; (c) Interval.

Point continuous flows are characterized by the fact that the time intervals between adjacent events are random and take into
account only the occurrence of some event (for example, the arrival of a packet), without considering the parameters of the event
itself (packet size or transmission speed, etc.). A similar traffic model, traditionally used to model the flow of calls in a telephone
network, describes such phenomena as the transmission of short requests, including signaling information, short files, etc.

For modeling self-similar traffic, flows with distribution laws that differ significantly from the Poisson distribution have been
proposed, in particular the Pareto distribution, power distribution, Weibull distribution, and a number of others. The Pareto
distribution and power distribution, which allow the average value and the dispersion of time between events to be varied within
wide limits, have found the greatest application in traffic modeling.

The Pareto distribution has the following form:

0,ift<6

F(t) = 1_(3

Niftze @

t
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For the Pareto law, the average time between events is T = af/(a - 1) and the dispersion D = 8%/( a - 2) ( a - 1)* The Hurst
parameter H, which characterizes the degree of self-similarity of the flow, is related to the exponent a by the following expression
a =3 - 2*H. For the Pareto distribution, depending on the value H, the dispersion can be finite (in the range H < 0.5) or infinite
value (in the range 0.5 <H < 1).

The power distribution has the following form:

1
F@)=1- m (3)

For a power-law distribution, the average time between events is T = 1/(a(p - 1)), and, if p < 2, the variance is infinite.
Asymptotically, as t->eo, the power distribution and the Pareto distribution behave in the same way, which allows relating the value
of the Hurst parameter to the exponent in the form f = 3 - 2*H.

In practice, so-called interrupted processes are widely used, in which two phases periodically alternate: the ON/OFF model.
Each phase is characterized by a random duration with a known distribution law. In the first phase (ON phase), a flow of events
with a given distribution law is formed; in the second phase (OFF phase) no events are formed (Fig. 2b). In the specification of the
Institute of Electrical and Electronics Engineers (IEEE) 802.16.3¢-01/30r1 (Baugh and Huang 2001), four basic models for four
main types of traffic are described, for each of which a table of basic parameters is defined. This parameters are used to determine
the actual traffic parameters depending on the transmission speed and the volume of information transmitted: IPP to generate
traffic for an individual subscriber; four discontinuous Poisson processes (4IPP) for generating protocol traffic (TCP, HTTP, FTP);
interrupted deterministic process (IDP) for generating voice traffic; and IRP to generate video traffic.

For each type of traffic, a table of basic parameters is defined, which is used to determine the actual traffic parameters depending
on the transmission speed and the volume of information transmitted. As an illustration, Tables 3 and 4 respectively provide basic
data for the 1IPP and 4IPP models, where A determines the intensity of the event flow in the ON state, and the coefficients C,

oN
Cop represent the proportion of time the process spends in the corresponding state.

Table 3. Parameters of the basic model 11PP.

No. of the 2 Average number of packets
flow Conn Corr per time interval T
IPP#1 1.698 1.445E-02 1.084E-02 0.7278

Source: Retrieved from Baugh (2001).

Table 4. Basic model parameters 4IPP.

No. of the Average number of packets
flow 40 Conv (D) Corr (1) pgr time im:ervz?l T
IPP#1 2.679 4.571E01 3.429E-01 1.1480
IPP#2 1.698 1.445E-02 1.084E02 0.7278
IPP#3 1.388 4.571E04 3.429E-04 0.5949
IPP#4 1.234 4.571E06 3.429E-06 0.5289

Average number of packets

per time interval T for 4 flows 3.00

Source: Retrieved from Baugh (2001).

The point processes described above take into account only the fact of occurrence of some event (for example, the arrival of
a packet) and do not take into account the parameters of the event itself (packet size or transmission speed, etc.). However, in
heterogeneous networks, when providing certain services (multimedia, streaming video, IP telephony), messages may appear

whose information size cannot be neglected. This necessitates the use of interval traffic models. This traffic model (Fig. 2¢) in the
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simplest case contains a sequential change of two phases. The first phase is free from the appearance of packets and its duration
coincides with the time interval between adjacent data blocks. In the second phase, continuous data transmission occurs, and its
duration coincides with the duration of transmission of the entire data block. For an interval flow, the natural measure of traffic

is the transmission speed or the volume of the transmitted information block.

METHODOLOGY

The following formal description of the interval process is introduced, which adequately reflects the features of network traffic
in heterogeneous networks. The successive moments of time 1, T,, ... are marked on the numerical time axis so that during the

intervals T, = (1, T 1,2, ... information blocks are transmitted. Accordingly, the intervals T", = (1, ;, 7,.],i= 1, 2, ... are

2inb 1=
free from data transfer.
The traffic can then be described by the following expression, in which the summation is performed over all intervals during

the traffic generation time (here and below, * is the multiplication sign):
Ut) =D 4% 2, (1) (4)
i

1ifxeT
where xr(x) = {0 L//: x ¢ 7> A; is the traffic value at i-th mterval If there are several traffic sources, the flows are summed up, and

the expression for the total traffic is the sum U, (¢): U(t) = ZU ).

To set the traffic in the form of an interval model, it is necessary to determine the distributions of the duration of each of the
two phases for each source, as well as to determine the value of the traffic Ai. In the future, when performing calculations and
using fixed laws of distribution for the duration of the phases, a dimensionless parameter (source loading) p =T, /T, will be used,
where T, is the average duration of the packet transmission phase, aT, is the mean time between packet arrivals.

The following procedure is used to model traffic. Let F(t) be the distribution function of the flow phase duration. If the traffic
contains several phases, then each phase uses its own distribution function. The inverse function of F(t) is denoted by F (§).

Based on the definition of the distribution function, if € is the random variable with a uniform distribution over an interval
[0,1], then the variable T = F! (§) will have the distribution F(t). When modeling traffic, the random duration for each i-th phase
T,is sequentially generated. The traffic models under consideration are cyclical, with each cycle containing M consecutive phases.
The moments Gij of the completion of the i-th phase in the j-th cycle represent a time series that models the traffic.

The theory of self-similar processes defines several parameters that characterize these processes. In the future, different traffic
models will be compared using two of the most informative characteristics: the Hurst exponent and the total autocorrelation coefficient.

There are many methods for determining the Hurst exponent, a detailed review of which is provided in (Zhang et al. 2023).
However, with respect to the analysis of internet traffic models, the most suitable method is the R/S analysis method proposed by
Hurst, as it requires minimal initial assumptions about the nature of the processes being studied and is not sensitive to the nature
of the distribution functions of the processes being studied. (Li and Chen 2001; Zhao et al. 2015).

According to this method, a sample is taken from the initial random process: a time series of N+1 elements, denoted by U(t),
t =1, 2...N). Next, the differences x(t) = U(t+1) - U(t) are found, divide the series is divided into K adjacent periods of length t

so K* =N, and for each period the average value is found:

X(j,r)=l Z]‘, x(t) (5)

T r=1+(j-Dr

wherej=1,2,...,K.

Now, for each period, the accumulated deviations from the mean are determined:
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S(j.7)= \/ﬁ S (x()-x(0))’ (6)

— Li=l+jr

For each period, the range of the cumulative series R (j, T) and the sample standard deviation S (j, T) are calculated:

R(j,7) =max(x™ (j,t,7)) —min(x™" (j,£,7)),t =1,2,....,7 )
t+(j-1)r

X(t, o™ = Y (x(@) = x(),7)) (®)
i=l+(j-1)z

The normalized average range of the cumulative series is then determined as follows:

R 1 <-R(,7)
s K,Z S(j.0) ©)

Next, a regression line is constructed using the least squares method for the dependent variable log(R/S) and the independent
variable log (7), in this case, the slope of the regression line provides an estimate of the Hurst exponent. It should be noted that
according to the R/S analysis method, several interrelated parameters are used to estimate the Hurst exponent. These parameters
primarily include the sample size N, the period size T and the number of periods K (K * T = N). Since the magnitude and the number
of cycles are divisors of the number of samples N, the choice of this number significant impacts the number of cycles and the size of
each cycle. For this reason, when performing calculations, the sample size N was chosen so that its divisors were as large as possible.

Additionally, an important parameter in this case is N, : the minimum number of elements in the series included in one period.
On the one hand, the value of this parameter determines some statistical stability of the obtained estimate and therefore should be
large enough, while and on the other hand, it determines the time interval in which the self-similarity properties are manifested.

Another important parameter for the quantitative measurement of point traffic is the average packet arrival rate V(t): the
average number of traffic packets over a certain time interval At. Fixing At, the number of packets received N(At) is defined on
each interval (t, t+At) Due to the random nature of packet arrival, the speed V(t) = N(At)/ At will depend on the statistical
properties of the traffic, the interval At and the current time t,.

The second important characteristic of self-similar processes is that the sample autocorrelation function R(k) traffic is not summable,

and the series formed by successive values of the autocorrelation function (the total autocorrelation coefficient R_ ), diverges:
Reum () = thczo R(k) 2 oo, t - 0 (10)

The divergence of the series can be considered as a definition of long-term dependence, and almost all self-similar processes
have this property. The presence of long-term dependence is the cause of long pulsations that exceed average traffic levels, which
leads to buffer overflows and causes packet losses and/or delays.

The sample autocorrelation function R(k) calculated using standard formulas for time series (Brockwell and Davis 2016;
Ruppert 2004):

N-k-1 N-k-1 N-k-1
Skm = Um)*U(m+ k) Sk = U(m) Sm = Um+k) (11)
S2k = ¥NK-1y2(m) Sm=3YNK1U2(m + k) (12)

R(k) _ (N-k)*Skm—Sk=Sm (13)

J(N=K)*S2k—Sk2 */ (N=k)*S2km—Sm?
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When calculating R(k) It should be remembered that with increasing k number (k - m) pairs of observations U(k) and U(m+k)
decreases, so the lag value m must be such that the number (k - m) is sufficient to determine the autocorrelation function. Usually,
they are guided by the ratioe m <k/4. Summation R(k) to receive Rsum is performed for all k satisfying this condition.

RESULTS

First, the main results of the calculations of the characteristics of single point flows will be presented. It will be shown that
the actual traffic parameters for them differ from the theoretical values. In particular, the value of the Hurst exponent depends
significantly on the average packet arrival rate. The results of calculations of the characteristics of total point flows and intermittent
flows (ON/OFF model) will also be presented. Next, the results of the study of interval flows for different distributions of time
between packets and packet sizes will be presented. It will be shown that such flows have the property of self-similarity for almost
any laws of distribution of time between packets and packet sizes, including exponential ones.

Figure 3 shows the dependences of the Hurst exponent and the total autocorrelation coefficient for three continuous point
flows, where V is the average packet arrival rate (the average number of traffic packets over a certain time interval At). The stepped
nature of the graphs here and below is explained by the fact that the parameters along the X-axis in the calculations were discrete
quantities, and the values of the corresponding functions along the Y-axis were subject to linear interpolation. In particular, here and

below, the values of the quantity t are discrete and correspond to the number of the member of the corresponding numerical series.

(a) (b)
A A
1.000-1\ 11 o] Rsum
0.888- 8.3 1
—1 —e
o 3
0.775- 3 5.5 —4
0.663+ 2.8
Vv t
0.5380- . . — 0.0+ . , . —>
0.0 3.0 8.0 9.0 0.0 35 70 105 140

Source: Elaborated by the authors.

Figure 3. Dependences of the Hurst exponent and the total autocorrelation coefficient for continuous point flows.

Figure 3a characterizes the dependence of the Hurst exponent on the value of V for the Poisson flow (1), the Pareto flow (2)
with H;.= 0.9, and power flow (3) with H;.= 0.9 (the subscript “T” denotes the theoretical value). From the obtained dependencies
it follows that at V = 1 the Hurst exponent for the simplest flow is close to one, and the Poisson flow approaches its theoretical value
H = 0.5 with increasing V. As for the other two flows, with increasing V the experimental values of the Hurst exponent sharply
decrease from one to its stable value. As the results of the conducted modeling have shown, the self-similarity properties of these
flows depend on the traffic processing technique used, as well as on the parameters of the tools used, such as the volume of traffic

measurements, the minimum summation interval Nmin’

the time interval At, etc. The dependences of the total autocorrelation
coefficient for different flows are shown in the Fig. 3b, where 1 is the Poisson flow, 2 and 3 are the Pareto flow with H = 0.6 and
H = 0.9 respectively, and 4 is a power-law flow with H = 0.9. The graphs provided clearly show the difference in the self-similarity
properties of the point flows considered. It follows from the presented materials that the experimental values of H are usually less
than the theoretical value H,. In this case, the values of the Hurst exponent are unstable and can vary widely from experiment to

experiment, while the total autocorrelation coeflicient behaves more stably in this regard.
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Also, the characteristics of the total flow formed by several self-similar processes are of interest. Such dependencies of H

(Fig. 4a) and Rsum (Fig. 4b) for the case of 20 independent sources are shown in the Fig. 4 for the Pareto flow (1) and the power
flow (2) at H.= 0.75. From the given dependencies, it follows that the total power flow is characterized by an increasing Rsum,
which indicates that the total flow retains the properties of self-similarity. In contrast, the total Pareto flow has a decreasing

autocorrelation coefficient with increasing time, indicating that the self-similarity property is less pronounced in it.

() (b)
A A
0.8. H 547 Rsum
0.75- 4.1 1
—1 —1
0.7 2 2.7+ 2
0.65-1 1.4
0.67 . : T H;T 0.0- . . .t;
0.6 0.7 0.8 0.9 0.0 73 147 220

Source: Elaborated by the authors.

Figure 4. Dependencies of the characteristics of the total self-similar flow.

Intermittent flows are determined by the number of processes (in the basic model from 1 to 4), the laws of distribution of the
time spent in ON/OFF states, and the intensity of packet arrival in the ON state. The average values of the specified quantities
are specified by tables of basic values, and the time spent in ON/OFF states is distributed according to an exponential law. As an
example, Figs. 5a and b show the dependences of the Hurst exponent and Rsum for the basic model 1IPP, where the following
designations are adopted: A is the base packet arrival rate, Ton is the average time spent in the ON state, and Kon/off is the
proportion of time spent in the ON state relative to the total time of traffic generation (1 - Kon/off = 0.1, 2 - Kon/off = 0.429,
3 — Kon/off = 0.5, 4 — Kon/off = 0.8).

As is follows from Fig. 5, for the 1IPP model, the Hurst exponent weakly depends on the state parameters and generally varies in the
range from 0.5 to 0.63, with an average value of 0.55-0.6. Thus, the use of only one interruptible process does not allow obtaining high

values of the Hurst exponent, close to those values observed in real processes. The dependence of the total autocorrelation coefficient

(a) A (b)
A
0.65 7,17 Rsum
0.67- / 10
—1
2
0.57- —3 09
4
0.54- 0.8-
0.5+ . . Aon—55] . : . L
50 10 15 20 4.0 73 142 211 280

Source: Elaborated by the authors.

Figure 5. Dependencies of traffic characteristics for the basic 1IPP model.
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confirms the conclusion that the self-similarity properties are relatively weak for the 1IPP model. As the experimental results have
shown, an increase in the number of processes in the intermittent flow model leads to an increase in the Hurst exponent: the use of
models with two processes (2IPP) and higher allows obtaining values of the Hurst exponent corresponding to the properties of real
processes. At the same time, high autocorrelation properties are manifested only for models with three or more processes. For the
interval model, the main parameters are the distribution laws of each of the two phases, the ratio between the average durations of each
phase (loading p = T,/T,, where T, is the average duration of the packet transmission phase, T, is the average time between packet
arrivals), as well as the number of sources Ns. Figures 6a and b show the dependences of the Hurst exponent on the load for different
numbers of sources (1, 2, 3 - Ns = 5, 10, 20, respectively) and Rsum with Ns = 5, obtained with exponential laws of distribution of the
duration of each phase. As the calculation results showed, interval flows have a high value of the Hurst exponent even with exponential
laws of distribution of phase durations. As for the number of sources, with a small number of them (about 5-10), the Hurst exponent

is practically independent of the load, and with an increase in the number of sources, the value of the Hurst exponent decreases.

(a) A (b)
H A
0.84 75 01 Rsum
VE TS *®
0.651 1 37.5
2
— 3
0.571 18.8-
05 . : b 0.0 : : L
0.0 0.27 0.53 0.80 0 4000 7000 10000

Source: Elaborated by the authors.

Figure 6. Traffic characteristic dependencies for interval process model 11PP.

DISCUSSION

In the process of converting the original subscriber traffic into network traffic, not only does the volume of transmitted
information change, but there are also qualitative changes in the traffic due to the addition of service information, receipts, etc.
The combination of these factors leads to a violation of the homogeneity of traffic, which can presumably have self-similarity
properties. In order to verify this, the authors simulated a network with a random-access protocol, Carrier Sense Multiple Access
with Collision Detection (CSMA/CD) (IEEE 2000).

As a basis for the simulation model of a network with CSMA/CD, a previously tested simulation model of an IoT network with
acknowledgement and the CSMA/CA algorithm (Borodin ef al. 2023), which showed good results, was chosen. This simulation
model was modified to account for the features of the CSMA/CD algorithm, which made it possible to consider information
and service traffic, as well as the parameters of the traffic generated by network subscribers. It is important to note that such a
simulation model of a network with a single channel allows accounting for the specific protocols of the physical and link layers in
a generalized form. The presence of access procedures to a single channel leads to the emergence of heterogeneous traffic, in which
the moments of the appearance of data blocks and their duration are important. That is why the presented model is fundamentally
different from the simplest queuing system, which is traditionally used to evaluate the parameters of data transmission networks.
The simulation model of the CSMA/CD network contains three main blocks:

o A block of initial data in accordance with the open system interconnection (OSI) model, which determines the network parameters
at the physical layer (number of network subscribers, channel energy characteristics, channel multiplexing methods, etc.)

and at the link layer (multiple access methods, acknowledgement methods, service channel parameters, etc.);
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o A block for network behavior modeling based on events over a given time interval, which determines the characteristics of the
traffic generated by subscribers (intensity of transmission requests and volume of transmitted data), channel capacity, packet
retransmission time in case of a collision in the channel, and communication channel noise characteristics;

« A block for displaying modeling results display, which, as applied to the problem solved in this article, generates network traffic
values as a time series over a given time interval.

The simulation was performed with the following initial data. The network consists of identical nodes, each of which forms
a random Poisson flow of variable-length packets with a given distribution law. The CSMA/CD procedure is used to transmit
packets over a common communication channel, according to which, after the channel is released, each of the active nodes
begins to transmit packets after a random time. The fact of successful packet transmission is acknowledged, and the absence of
an acknowledgement within a given time is interpreted as packet distortion and leads to its repeated transmission after a random
time. When performing the simulation, it was assumed that the signal propagation time along the communication channel is
short and information about the channel state is instantly communicated to each node. The given simplifications, in particular, the
Poisson model of subscriber traffic, the sameness of all nodes, and the negligible signal propagation time, were made deliberately
to allow determining the effect of self-similarity of network traffic in its “pure form.

The divergence of the series is one of the indicators of long-term dependence, which is typical for most self-similar processes.
The results of modeling the traffic of the CSMA/CD network presented below clearly demonstrate the presence of self-similarity
properties of traffic in a communication channel even with a Poisson input packet flow. In particular, Fig. 7 shows the dependence
of the Hurst exponent on the network load p for the case when each subscriber forms a Poisson flow of packets with a random size
(the stepped nature of the graphs here and below is explained by the fact that the parameters along the X-axis in the calculations
were discrete values, and the values of the corresponding functions along the Y-axis were subject to linear interpolation).
The load is traditionally understood as the product of the total intensity of the packet flow and the average time of their transmission
over the channel. The following were chosen as the packet size distribution functions: exponential distribution (curve 1), Pareto

distribution with a theoretical value of the Hurst exponent equal to 0.6 (curve 2), and constant packet size (curve 3).

A
0.954 H

0.86 1
—1

0.68

0.591

0.5- . .
0.0 0.28 0.57 0.8

' 2)

Source: Elaborated by the authors.

Figure 7. Dependence of Hurst exponent for different packet size distributions. Curve 1: exponential distribution; curve 2:
Pareto distribution with a theoretical value of Hurst exponent equal to 0.6; curve 3: constant packet size.

The analysis of the presented dependencies allows making the following conclusions:

Even with an exponential distribution of the packet size, the Hurst parameter of the traffic in the communication channel is
greater than 0.5, and with increasing load, the degree of self-similarity of the network traffic only increases;

The largest (of the considered options) value of the Hurst parameter is found in the network traffic in the case when transmission

over the communication channel is carried out in packets of a fixed size.
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Figure 8 shows the dependence of the total autocorrelation coefficient of network traffic for a subscriber Poisson packet flow
for different laws of packet size distribution. For clarity, the autocorrelation coefficient is determined for two boundary modes
of network operation:

« Light mode (small value of Hurst parameter): exponential distribution of the packet size and low load (curve 1);

« Heavy mode (large value of the Hurst parameter): deterministic packet size and high load (curve 2).

_‘ Rsum

2.8 2

1.4+

0.0, : : . — >
0.0 25 50 75 100

Source: Elaborated by the authors.

Figure 8. Dependence of the total autocorrelation coeflicient on time for different laws of packet size distribution. Curve 1:
exponential distribution of the packet size and low load; curve 2: deterministic packet size and high load.

As it follows from the given dependencies, in the first case, the value of the total autocorrelation coefficient of network traffic
continuously decreases over time, which corresponds to traffic that does not have self-similarity properties. In the second case,
the value of the total autocorrelation coefficient of network traffic initially increases (which indicates that it has self-similarity
properties), and then begins to gradually decrease. This is explained by the fact that over time the degree of self-similarity of the
process weakens due to natural limitations on the size of packets. As the results of the experiments showed, the properties of
network traffic also depend on the type of traffic generated by subscribers. In particular, replacing the Poisson subscriber flow
with a Pareto flow also leads (all other things being equal) to an increase in the Hurst parameter and the total autocorrelation

coefficient. In other words, the more uneven the subscriber flow, the higher the degree of self-similarity of network traffic.

CONCLUSION

One of the main problems in the design and operation of heterogeneous communication networks is the organization of
measures to prevent overloads of network nodes due to the uneven nature of network traffic, which leads to data loss due to buffer
overflow. As a part of solving this problem, the following actions were undertaken in this article:

A method for calculating the characteristics of network traffic models in the form of continuous and interrupted point processes,
which represent a flow of zero-duration events with a random law of time distribution between events (packets), has been developed;

A model of network traffic in the form of an interval process, which, unlike known processes, allows modeling not only
the moments of packet appearance, but also the size, transmission speed, and time parameters of packet transmission over
communication channels, is proposed;

The results of the analysis of typical models of network traffic in the form of point and interval processes are presented, with
the characteristics of which two main parameters were considered: the Hurst exponent and the total autocorrelation coefhicient;

It is shown that for traffic models in the form of point continuous and intermittent flows, the actual self-similarity indicators

differ from the theoretical ones;

—G)
J. Aerosp. Technol. Manag., v17, e2325, 2025


https://creativecommons.org/licenses/by/4.0/deed.en

Borodin V, Kolesnichenko V

It is shown that point and interval processes have the property of self-similarity, which confirms the possibility of using the

considered typical traffic models for modeling heterogeneous networks;

Based on the conducted research, the possibility of using typical models for describing the traffic of single subscribers and
group traffic is assessed;

A simulation model of a P2P network with the CSMA/CD random-access protocol has been developed to evaluate the
characteristics of network traffic;

An analysis of network traffic characteristics has been performed for the Poisson model of subscriber traffic and various packet
size distribution laws (exponential distribution, Pareto distribution, and fixed packet size);

The research results have shown that even with a Poisson input flow, network traffic exhibits self-similarity properties, so it is
incorrect to use classical traffic models in the form of a simple flow when designing heterogeneous networks.

The following tasks are proposed as the main directions for further research:
« Development of simulation models of a heterogeneous network that implement various protocols of the data link layer, network
layer, and transport layer.
« Study of the properties of self-similarity of traffic depending on the used protocols of the transport, network, and channel layers.
« Research of traffic properties depending on the type of subscriber traffic, including the development of models of interdependent
group subscriber access.
« Study of the influence of network layer protocols (primarily routing methods) on the network traffic characteristics of an ad hoc

network, in which subscribers are mobile and exchange information with each other via radio channels.
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